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**************************************************start of change************************************************

6.1.2
Security requirements

Procedures 1, 2, and 4 include traffic between the UE and ProSe Function,  between other network entities and over the PC2 reference point, therefore the requirements in clause 5.3.2, 5.2.2 and 5.4.1 apply to this case. 

In addition, for the overall open discovery procedure, the following security requirement applies: 
The system shall support a method to mitigate the replay and impersonation attacks for ProSe open discovery. 
For Restricted Discovery, the following requirements apply:

ProSe Restricted discovery shall allow a UE to discover only other UEs which it is currently authorized to discover. That is, the identities announced on the air interface shall be able to be protected from being understood by currently unauthorized UEs. 

The possibility of tracking of UEs based on the content of their discovery messages over time should be minimized.

The possibility of replay attacks on discovery messages sent over the air interface should be minimized.
The system shall support the prevention of impersonation attacks.
The system shall support integrity protection and confidentiality protection of Restricted Discovery ProSe Codes.
NOTE 1:
Any structure present in the ProSe Code before any security processing should be preserved to enable checking for matches. Preserving the structure needs to be done in a way that does not affect the security.

NOTE 2:
These requirements apply to both model A and model B restricted discovery.
NOTE 3:
The restricted discovery system requirements above indicate mandatory support of the various protection mechanisms. The Prose Function decides which of these mechanisms are applied to a specific discovery (i.e. it is not mandatory to apply all the protection mechanisms to each discovery).
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